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2017 marks the 50th year of operations for the Ohio Police & Fire Pension Fund and I would like to recognize the accomplishments of 
our system. I’d also like to take the opportunity to acknowledge and thank all the employers who have worked with OP&F over the years, 
partnering together to ensure secure retirement benefits for the public safety officers of Ohio.  

The progress made by OP&F since our creation in 1967 is remarkable. Through periods of economic growth and recession the system 
has moved forward and established itself as a model for public safety retirement plans. It really is a testament to those who helped form 
and grow the system beginning 50 years ago, along with the many thousands of members who trust us to provide them with a secure 
pension. 

Anniversaries like this don’t come around too often, so throughout the year OP&F will be celebrating our accomplishments while 
planning ahead for the next 50 years of providing a secure retirement for our members. We will also be branding our publications, 
website and other items with a special 50th anniversary logo. A brief history of OP&F with facts and photographs can be found at  
op-f.org in the News section.  

As you know OP&F is a defined benefit retirement fund, which we believe is the best way to provide benefits to our members once they 
complete their careers. Being a defined benefit fund comes with unique challenges. A defined benefit plan servicing public safety officers 
adds another layer of complexity to our system – but we would not have it any other way. With the inherent dangers that come with 
protecting our communities, the career of a public safety officer is understandably shorter than most professions. This means a younger 
retirement age. 

From a pension plan perspective, we must administer a plan that pays a benefit for more time spent in retirement and likely using fewer 
years of contributions (working years). This is the primary reason why contribution rates for OP&F are higher than other retirement 
systems in Ohio (both for members and their employers). 

It is important to convey to members, both new and seasoned, the benefits of OP&F and preparing for retirement. We encourage 
employers to assist us by encouraging members to familiarize themselves with the benefits OP&F can provide to them.  Police officers 
and firefighters in Ohio and across our nation deserve a dependable lifetime benefit and we are proud to serve our members. We are 
also proud that our system remains strong and able to carry on our mission. Congratulations to all who have made OP&F a success the 
past 50 years and here’s to many more in the future. 

Sincerely,     

 

John J. Gallagher, Jr. 
OP&F Executive Director

CELEBRATING 50 YEARS OF SERVICE IN 2017 
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The OP&F website is a convenient tool to assist employers with 
payroll reporting and to deliver news and updates quickly and 
efficiently. For example, OP&F employers can now produce 
customized earning period calendars. 

The OP&F Report of Retirement Deductions is based on earning 
dates rather than pay dates. It is helpful to know what those 
earning dates are for each report throughout the calendar year.  
The website calendar also lists the number of earning periods in 
each reporting month, as well as the due dates for the reports 
and payments. 

To access the earning period information, go to op-f.org/
Employers/Employer Payroll/Earnings Period Calendar. At that 
location, simply input the pay frequency, bi-weekly, weekly, semi-
monthly, monthly, choose the correct pay period begin date, and 
then select submit. Employers can then view and download the 
printable version of the calendar which is a convenient visual 
reminder of begin and end dates for each month of the calendar 
year.

Some other features at op-f.org to assist employers, besides the 
earnings period calendar, are:

• The Employer Contributions Calculator;
• Access to employer documents and forms; 
• The Employer Manual; 
• Employer Services Group contact information; 
• Important dates and deadlines; and 
• Employer Self Serve and online payment information   

and instructions.

CUSTOMIZED EARNINGS PERIOD 
CALENDAR AT OP-F.ORG

The  Ohio  Police  &  Fire  Pension  Fund has been notified that 
FirstMerit Bank is merging with Huntington Bank effective Feb. 
21, 2017.

Employers who bank with FirstMerit should be given a new 
routing number and account number shortly by Huntington 
Bank. If utilizing OP&F’s online payment system, please complete 
an updated Authorization Agreement for ACH Debits and return 
to OP&F as soon as possible to prevent any delays in processing 
payments. 

The ACH authorization agreement can be found at op-f.org/
Employers/EmployerForms. If you have any questions, please 
contact L.J. Adkins, OP&F Sr. Accountant, at (614) 628-8332 or 
ladkins@op-f.org.

FIRSTMERIT BANK MERGING 
WITH HUNTINGTON

For holidays falling on Saturday, Federal Reserve Banks and branches 
will be open the preceding Friday; however, the Board of Governors 
will be closed. For holidays falling on Sunday, all Federal Reserve 
offices will be closed the following Monday.

HOLIDAYS OBSERVED BY THE 
FEDERAL RESERVE

2017 2018 2019

New Year’s Day Jan. 2 Jan. 1 Jan. 1

MLK Jr. Birthday Jan. 16 Jan. 15 Jan. 21

Washington’s Birthday Feb. 20 Feb. 19 Feb. 18

Memorial Day May 29 May 28 May 27

Independence Day July 4 July 4 July 4

Labor Day Sept. 4 Sept. 3 Sept. 2

Columbus Day Oct. 9 Oct. 8 Oct. 14

Veterans Day Nov. 11 Nov. 12 Nov. 11

Thanksgiving Day Nov. 23 Nov. 22 Nov. 28

Christmas Day Dec. 25 Dec. 25 Dec. 25

OP&F encourages anyone who is in charge of or completes OP&F 
required reports, including payroll reports and web reporting, to 
take advantage of free training through our Employer Education 
Group. 

Training can be conducted over the phone using the GoToMeeting 
software application, or onsite. The training will be customized to 
meet your needs, in order to maximize effectiveness. For example, if 
you are a new fiscal officer, you may be more interested in learning 
the basics of reporting payroll data and making required payments. 

In a training session, you can learn about: 

• Payroll reporting requirements; 
• Statutory penalties and how to avoid and mitigate them; 
• Pick-up resolutions; 
• Online payment options; 
• Tax-deferred payroll deductions to pay for prior service; 
• Electronic reporting options; 
• Pre-employment physicals and other new member form;  
• Due dates; and 
• Forms to be completed when a member retires.

To discuss training possibilities contact John Davis, Employer 
Education Manager, at 1-888-864-8363, Ext 8255.

EMPLOYER TRAINING 
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WHAT IS RANSOMWARE?

Ransomware is a special type of malware that is actively 
spreading across the Internet today, threatening to destroy 
victim’s documents and other files. Malware is software--a 
computer program--used to perform malicious actions. While 
ransomware is just one of many different types of malware, 
it has become very common because it is so profitable for 
criminals. Once ransomware infects your computer, it encrypts 
certain files or your entire hard drive. You are then locked out 
of the whole system or cannot access your important files, 
such as your documents or photos. The malware then informs 
you that the only way you can decrypt your files and recover 
your system is to pay the cyber criminal a ransom (thus the 
name ransomware). Most often, the ransoms must be paid in 
some form of digital currency, such as Bitcoin. Ransomware 
spreads like many other types of malware. The most common 
method involves emailing victims malicious emails, where 
cyber criminals trick you into opening an infected attachment 
or clicking on a link that takes you to the attacker’s website.

SHOULD YOU PAY THE RANSOM?

That is a tough one. The problem is that the more often 
people pay these criminals when they are infected, the more 
motivated criminals are to infect others. On the other hand, 
you may have no other option to recover your files. Be warned 
though, even if you do pay the ransom, there is no guarantee 
you will get your files back. You are dealing with criminals; they 
may not decrypt the files, or even if they do provide you with 
a decryption method in exchange for payment, something may 
go wrong during the decryption process or your computer may 
be infected with additional malware. 

BACK UP YOUR FILES 

Perhaps the best way to recover from a ransomware infection 
and not pay a ransom is to recover your files from backups. 
This way, even if you get infected with ransomware, you have 
a way of recovering files after rebuilding or cleaning up your 
computer. Keep in mind that if your backup can be accessed 
from the infected system, ransomware might delete or encrypt 
your backup files. Therefore, it’s important to back up files to 
reputable cloud-based services or to store your backups on 
external drives that are not always connected to your system.

FURTHER PROTECTIVE MEASURES

Moreover, you can protect yourself from ransomware 
infections the same way you would against other types of 
malware: don’t get infected. Start by making sure that you 
have up-to-date anti-virus software from a trusted vendor. Such 
tools, sometimes called anti-malware software, are designed 
to detect and stop malware. However, anti-virus cannot 
block or remove all malicious programs. Cyber criminals are 
constantly innovating, developing new and more sophisticated 
malware that can evade detection. In turn, anti-virus vendors 
are constantly updating their products with new capabilities to 
detect malware. In many ways, it has become an arms race, 
with both sides attempting to outwit the other. Unfortunately, 
the bad guys are usually one step ahead, which is why you need 
to ensure you back up your files and employ these additional 
steps to protect yourself:

• Cyber criminals often infect computers or devices by 
exploiting vulnerabilities in your software. The more 
current your software is, the fewer known vulnerabilities 
your systems have and the harder it is for cyber criminals to 
infect them. Therefore, make sure your operating systems, 
applications, and devices are enabled to automatically 
install updates.

• On computers, use a standard account that has limited 
privileges rather than privileged accounts such as 
“Administrator” or “root.” This provides additional 
protection by preventing many types of malware from 
being able to install themselves.

• Cyber criminals often trick people into installing malware 
for them. For instance, they might send you an email that 
looks legitimate and contains an attachment or a link. 
Perhaps the email appears to come from your bank or a 
friend. However, if you were to open the attached file or 
click on the link, you would activate malicious code that 
installs malware on your system. If a message creates a 
strong sense of urgency, is confusing, seems too good to 
be true, or has poor grammar, it could be an attack. Be 
suspicious, common sense is often your best defense.

The following article is from the Ouch! security awareness newsletter produced by the SANS Institute.  OP&F is sharing this article 
with employers as a courtesy as part of our ongoing efforts to keep member information secure.  The information provided is for 
informational purposes only and is not intended to serve as advice on security measures.

Protect yourself from ransomware by remaining vigilant when opening email attachments or clicking on links, ensuring that 
you have updated anti-virus software, and confirming that your files are regularly backed up and can be restored.

SECURITY MEASURES – RANSOMWARE



OP&F provides the Employer Digest as a general reference material in order to assist employers in properly reporting required contributions to OP&F, as well as submitting the required forms and materials that are 
necessary to provide benefits for our members. As a general reference material, the Employer Digest may not sufficiently represent all of the details applicable to the subjects discussed. Nothing contained in this 
newsletter is meant to interpret, extend or change, in any way, OP&F’s governing statutes, administrative rules or policies. If you have any questions or need information on any subjects referenced in the Employer 
Digest, please contact OP&F.  COPYRIGHT © 2017 by Ohio Police & Fire Pension Fund, All Rights Reserved.

  IMPORTANT DATES AND DEADLINES

FEBRUARY  
28  OP&F Payroll deductions, member and employer  

contributions and payroll reports for January 2017 

MARCH
31  OP&F Payroll deductions, member and employer  

contributions and payroll reports for February 2017 

APRIL
30  OP&F Payroll deductions, member and employer  

contributions and payroll reports for March 2017 

MAY  
15  1st Semi-Annual Accrued Liability Bills

31  OP&F Payroll deductions, member and employer  
contributions and payroll reports for April 2017

Important dates and deadlines are also posted on OP&F’s website under the Employers  
menu in the Calendar of Billing Deadlines and Events section.
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140 East Town Street 
Columbus, OH 43215 
www.op-f.org 

Toll Free: 1-888-864-8363 
General Information: (614) 228-2975 
Fax: (614) 628-1777 
TTY: (614) 221-3846 
E-mail: questions@op-f.org 
Monday-Fridays 8 am-4:30 pm EST 

EMPLOYER EDUCATION MANAGER 
John Davis 
Direct: (614) 628-8255 
Toll-free: 1-888-864-8363 
E-mail: jdavis@op-f.org

OP&F BOARD OF TRUSTEES 
Ed Montgomery, Chair, Columbus Division of Police 
John Wainscott, Vice Chair, Retired, Cincinnati Police  
Jeffrey Moore, Chair Elect, West Chester Fire 
William Deighton, Retired, Cleveland Fire 
Daniel Desmond, Toledo Fire 
Timothy Patton, Cleveland Police 
J. David Heller, Investment Member 
Karin Maloney Stifler, Investment Member 
Scott D. Roulston, Investment Member

OP&F EXECUTIVE DIRECTOR 
John J. Gallagher, Jr.

PRUDENCE • INTEGRITY • EMPATHY 
Securing the future for Ohio’s Police and Firefighters 
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